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State IT Security Policy 141

Information Security Awareness and Training

 This policy establishes the requirement for 
information technology (IT) security awareness 
and training in all executive branch agencies.

 Security Awareness.  All State employees shall 
be exposed to security awareness materials 
throughout the year.  

 Recurring Training.  All State employees shall 
receive an annual refresher that reinforces 
relevant information security issues.
http://cio.state.wy.us/standards/srce/web/default.htm





Don’t Be a Billy

 http://www.youtube.com/watch?v=nPR131wMKEo



Social Engineering (tactics)

 A non-technical kind of intrusion, rather 
than by breaking in or using technical 
hacking techniques 

 Relies heavily on human interaction

 Tricking or manipulating people into 
performing actions or divulging 
confidential information



Social Engineering (tactics)

 Pretexting – invented scenario

 Diversion theft – intercepting a 
consignment

 Interactive Voice Response (IVR) – fake 
phone tree

 Baiting – dropped USB stick

 Quid pro quo – random calling

 Phishing – fraudulent email



Phishing

 The criminally fraudulent process of 
attempting to acquire sensitive 
information such as usernames, 
passwords and credit card details by 
masquerading as a trustworthy entity in 
an electronic communication

 Typically carried out by e-mail or instant 
messaging



Phishing

 Methods used to lure the unsuspecting:

 social web sites

 auction sites

 online payment processors

 IT administrators

 Often directs users to enter details at a 
fake website whose look and feel are 
almost identical to the legitimate one.

 Difficult to detect that the website is fake



Suspicious emails

 Appear to come from your bank or 
someone you know

 Might ask you to make a phone call

 Might include official looking logos

 Phrases to watch out for:

 Verify your account

 You have won the lottery

 If you don’t respond within 48 hours, your 
account will be closed



Suspicious links

http://images.google.com/imgres?imgurl=http://www.artlebedev.com/everything/magnets/hand-cursor/hand-cursor-anon.jpg&imgrefurl=http://www.artlebedev.com/everything/magnets/&usg=__RpMOgam0A08ST5bNAo4k_-hQjQw=&h=200&w=200&sz=8&hl=en&start=86&itbs=1&tbnid=bWBIBtaeoTJTyM:&tbnh=104&tbnw=104&prev=/images?q=hand+cursor&gbv=2&ndsp=18&hl=en&sa=N&start=72


Suspicious links



Spear Phishing



Personal data



Personal data



Personal data



Personal data

 Would you walk up to a complete 
stranger and tell them:

 Bank account info

 SSN / mothers maiden name

 Credit card numbers

 Email address

 Phone number

 Home address

 Then rethink posting this online



Social Engineering (avoidance)

 Be suspicious of unsolicited emails, phone 
calls or visitors

 Do not reveal or provide personal, 
organizational, or financial information to 
unauthorized individuals or in emails

 Don't send sensitive information over the 
Internet before checking a website's 
security



Social Engineering (avoidance)

 Pay attention to the URL of a website

 Try to verify email legitimacy by 
contacting the sender directly

 Install and maintain anti-virus software, 
firewalls, and email filters 

 Take advantage of any anti-phishing 
features offered by your email client and 
web browser.



Social Media/Networks



Social Media/Networks (work)

Position of the Chief Information Officer –
Not Yet

 Justifiable business need

 Return on Investment (ROI)

 Terms of Service (TOS)

 Security risks and Privacy concerns

 Policies, Standards & Guidelines

 Official Agency position / Properly vetted



Social Media/Networks (personal)

Created with sharing in mind NOT
privacy or security

 Use your “Friends List”

 Remove yourself from search results

 Make your contact information private

 Keep your friendships private

Do NOT mix personal and professional posts



Encrypted Protocols

 Virtual Private Network (VPN)

 Transport Layer Security/Secure Sockets 
Layer (TLS/SSL)

 Hypertext Transfer Protocol Secure 
(HTTPS)

 FTP Secure or FTP-SSL (FTPS)

 Secure Shell (SSH)

 SSH FTP (SFTP)



Encrypted Protocols



Encrypted Protocols



Encrypted Protocols



Encrypted Protocols



Encrypted Protocols



Encrypted Protocols



Encrypted wireless



Public (open) wireless



Public (open) wireless



Public (open) wireless

http%3A%2F%2Fwww.cacetech.com%2Fproducts%2Fairpcap.html
= 

http://www.cacetech.com/products/airpcap.html



Public (open) wireless



Secure Communications

Data

Secure Session

Secure Session with Encrypted Data



Passwords

 Alpha-numeric, special characters

 9-15 characters long (or more)

 Change every 60 days or sooner

 Don’t recycle passwords too often

 Different account; different password

 Use a password manager/safe



Passwords

 09Rockie$

 1337 $kilz

 !P@s$W0rD

 1234567890

 1Q2W3E4R

 z!x@c#v$

 ???????

Took 10 minutes to 
crack these passwords



Passwords

 M3t@b0l!sm

 §3cReT$

mary had a little lamb, its fleece was

white as snow

 mhallifwwas

 MhA1l!fwW@s



Data backups

 Easy and inexpensive to perform

 Difficult and costly to replace

 64 GB of storage $135

 250 GB of storage $100

 1 TB of storage as low as $90

http://images.google.com/imgres?imgurl=http://www.mdcomputer.co.th/md/catalog/images/wd passport.jpg&imgrefurl=http://www.mdcomputer.co.th/md/catalog/advanced_search_result.php?keywords=wd&usg=__m8DA2MKHBtHXe8tUrv6tezmLqdM=&h=480&w=420&sz=20&hl=en&start=4&itbs=1&tbnid=JbhgXnBES39_3M:&tbnh=129&tbnw=113&prev=/images?q=WD+passport&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://myone83.com/images/thumb drive.jpg&imgrefurl=http://myone83.com/Computer-Accessories.html&usg=__qw-j4dv_cBxoapTdN8pTdt4if3k=&h=302&w=302&sz=51&hl=en&start=37&itbs=1&tbnid=tCskz07kHbPCsM:&tbnh=116&tbnw=116&prev=/images?q=thumb+drive&gbv=2&ndsp=18&hl=en&sa=N&start=36


Data backups

 Lots of applications on the market

 Consider a full disk image to backing up 
data

 Label your backup media or images

 Date of backup/image

 What’s on it

 Store backups in a safe location

 Fire proof box or safe

 Off-site is best-practice



Something to protect

Defense-in-Depth



QUESTIONS


